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NYK-1.1

3Haer:

— 0a30BbIC MOHATHSI, APXUTEKTYPY U IPUHIHIBI PYHKIMOHUPOBAHUS UH(OPMAIIMOHHBIX CUCTEM
— OCHOBHBIE CPECTBA U TEXHOJIOTUH 00pabOTKH, XpaHEHHUS U Tepeaayr HHPOpMaIuu

NYK-1.2

Ywmeer:

— HaxOJUTb, aHATM3UPOBATh U CTPYKTYpUPOBATh HH(OPMAIIHIO ¢ UcTonb30BaHueM UT-
UHCTPYMEHTOB

— NPUMCHATH CHUCTEMHBIN noaxoa mpu pCiCHUN TUIIOBLIX 3a/la4 € UCIIOJIb30BAHUCM
MH(GOPMALIMOHHBIX TEXHOJIOTUI

NYK-1.3

Bunaneer:

— CpeICcTBaMU aBTOMaTU3aluu coopa u 00paboTKU JaHHBIX

— HHCTPYMEHTaMH paboThl ¢ OPUCHBIMH U TIPUKIIATHBIMU MPOTPAMMHBIMU MPOYKTAMH JIJIS
pelieHus mpohecCuoHaTbHBIX 3a7a4

Pszans 2023



3akpbIThIE 3aJaHUS HA VCTAHOBJIEHHE COOTBETCTBHS

I/IHCprKI[I/Iﬂ AJId BBINIOJIHCHHUSA 3aJJaHUA npoanaﬁTe TEKCT U YCTAHOBUTC

COOTBETCTBHUEC

YHupepcajgnHasg komnerennus YK-1

HNuaankatop: UYK-1.1
Bpemst Ha oTBeT: 2 MHH.
3apanue 1: YcTaHOBUTE COOTBETCTBHE MEXIY CTaAMSIMHU MHGOPMAIIMOHHOTO TpoIiecca

X OIMMHMCAHUCM!

‘ Cranus H Onucanue |
‘A)C6op JAHHBIX H 1)Busyanuzanus pe3ynbTaToB B 0TUETAX U Jamoopaax |
‘E)XpaHeHHe JTAHHBIX H2)Pa3MemeHI/Ie nanHblx B CYBJl mubo obnake |
‘B)O6pa60TKa JTAHHBIX H3)I/I3BnequI/Ie JIAHHBIX U3 CEHCOPOB, hopm, API |
INIIpencraBnenue o

4)IIpeoOpa3oBaHue NaHHBIX B MOJE3HBIN BUJ AJITOPUTMAMHU
uHpOpMaLIUN

3anummnTe BhIOpaHHBbIE OYKBBI MO COOTBETCTBYHIIMMH HU(ppamMu:

A b B r

HNuaukarop: UVK-1.1
Bpemst Ha oTBeT: 4 MHH.
3aganue 2: CooTHecuTe KIacchl HMH(POPMALMOHHBIX TEXHOJOTMM C XapaKTepHBIMU

IpUMepaMu:

‘ Kunace UT H Hpumep
A)TexHonorun o6paboTKu 1)OLAP-kyOBbI, aHaIN3 «UTO-ECIIN
JAHHBIX

b)TexHonoruu ynpaBneHus 2)KopnopaTuBHBIN OpTa 3HAHHMA
uHpOopManuei

B)Texuonoruu moaaepxku 3)ITaketHas cucrtema payroll

MIPUHATHUS PELIEHUN

I')Texnonoruu ynpasnenust  |[4)aTerpupoBanHas b/l ¢ 0T4€THOCTHIO
3HAHUSAMU

3anumnTe BoIOpaHHbIE OYKBBI MO/ COOTBETCTBYHIIMMH HU(ppamMu:

A b B r

Nuaukarop: UYK-1.2
Bpems Ha oTBeT: 2 MHH.
3ananme 3: CootHecure MeTpUKH OlleHKH Y dekruBHOCTH UT ¢ X Ha3HAYCHUEM:

‘ MeTpuka H Hasnauenmne |

‘A)SLA Hl) OTHOLIEHNE YHCTON BBITOJIBI K 3aTpaTaM |

B)ROI 2) 'apanTupoBaHHask JOCTYIHOCTh U IPOU3BOIUTEIBLHOCTh
CEpBHCA




‘ Mertpuka H Hasnavyenne |

‘B)TCO H3) COBOKyIHAasi CTOUMOCTb BIIQJI€HUSI CUCTEMOM |

‘F MTTR H4) CpenHee BpeMsi BOCCTaHOBJIEHUS MTOCIIE OTKa3a |

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:
A b B r

Nuaukarop: UYK-1.3

Bpemst Ha oTBeT: 4 MHH.

3ananme 4: CootHecute 3amaun HaOmoaeHus 3a MT-uH(pacTpyKTypoil ¢ TUIOBBIMH
MHCTPYMEHTAMHU:

‘ 3amaua H HNucrpyment |

‘A) MOHUTOPHHT JOCTYITHOCTH Hl) Prometheus + Alertmanager |

b) LlentpanuzoBanHoe 2) ELK Stack
JIOTUPOBaHUE

B)Pacnipenenénnas 3) Jaeger
TpacCHUpPOBKaA

I anaBneHHev 4) Ansible
KoH(purypamuei

3anummuTe BoIOpaHHbIe O0YKBBI 101 COOTBETCTBYWIIMMH U pamu:
A b B r

HNuaaukatop: UYK-1.2
Bpemst Ha oTBeT: 4 MHH.
3ananme 5: CooTHEecHTe MOJIENIH 00JIAYHBIX CEPBUCOB C 30HON OTBETCTBEHHOCTH KJIMEHTA!

‘ Moaean H OTBETCTBEHHOCTh KJIHEHTA |
‘A) laaS Hl) TonbKO UCTIONBb30BaHNE FTOTOBOTO MPUIIOXKEHUS |
‘B) PaaS H2) Vupasnenue OC, VM u Bolie |
‘B) SaaS H3) Pa3BEpThIBaHME KO/Ia HA IPEAOCTABICHHON IaThopMe |
‘F) FaaS H4) [Mumer Gynkuio, nHGPaACTPYKTypa CKphITa |

3anumnTe BhIOpaHHBbIE OYKBBI M0 COOTBETCTBYHIIMMH HU(ppamMu:
A b B r

Nuaukarop: UYK-1.3
Bpemst Ha oTBeT: 8 MuH.
3aganue 6: CooTHECUTE YPOBHHM AHAJIUTHKHU JAHHBIX C UX LIEJIEBBIM BOIPOCOM:

‘ YposeHb H Bompoc |
‘A) Descriptive Hl) Yro cayunrcs? |
‘E) Diagnostic H2) [Touemy 310 pom3oLLIO? |
‘B) Predictive H3) Yrto Hy»KHO caenars? |




‘ Yposenb

H Bonpoc

‘F ) Prescriptive

H4) UYrto mpown3omnwuio?

3anumure BblﬁpaHHble 6yKBLI moa COOTBETCTBYHOIUMH III/I(l)paMI/I:

A

b B r

HNuanukatop: UYK-1.1

Bpemst Ha oTBeT: 2 MHH.
3aganue 7: CooTHecure 3BpucTUKH HunbceHa ¢ ux onucaHueMm:

‘ JBPHCTHKA

H Onucanue

A) Visibility of system status

1) UnTepdeiic uconb3yeT MOHITHBIN MOIB30BATENIO SI3BIK U
MeTadopsI

b) Match between system and
real world

2) Cuctema 1a€T CBOEBPEMEHHYIO 00paTHYIO CBS3b

‘B) Consistency and standards

H3) DJNIeMEHTHI BHITJISIAT OJIMHAKOBO HA BCEX dKpaHax

‘F) Error prevention

H4) Jln3aiiH 3apaHee UCKII0YAET OIIMOKH MOIB30BaTEIs

3anumure BblﬁpaHHble 6yKBLI moa COOTBETCTBYHOIUMH III/I(l)paMI/I:

A

b B r

HNuapukarop: UYK-1.2

Bpems Ha oTBeT: 4 MHH.
3aganue 8: Coornecure npunuunsl WCAG (POUR) ¢ ux cyThio:

‘ IIpuHIMN H CyTb
) 1) KoHTeHT coBMeCcTHM ¢ Opay3epamMu U aCCUCTUBHBIMU
A) Perceivable ) paysep
TEXHOJOTUAMHU
2) IHonw30Barens c1ocOOEH BOCIIPUHUMATE HHDOPMALIIO
b) Operable ) p (bopwar
OpraHaMH YyBCTB
‘B) Understandable H3) HuTepdeiic mpeackasyem v HE BBOJMT B 3a0TyKACHUE
4) YpaiieHue JOCTYIIHO KJIaBUATYPOH U UHEIMU
I') Robust ) P HOCTY P
YCTPOKWCTBAMHU

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:

A

b B r

HNuaukatop: UYK-1.2

Bpems Ha oTBeT: 2 MHH.
3aganme 9: CootHecuTe QYHKIMU CEPBUCOB COBMECTHON pabOTHI C MPHUMEPaMH:

‘ DyHKUMSA

H Cepsuc

‘A) Cunxponmsanus (aition

Hl) Slack / Microsoft Teams

‘B) CosmecTHOE

HZ) Google Docs




DOyHKUMs

CepBuc

PECAAKTUPOBAHUC

‘B) MrHoBeHHbIE COOOIICHUS H3) Zoom / Webex

I') BuneoxondepeHnuus

4) Dropbox Smart Sync

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:

A

b B r

HNugukatop: UYK-1.3

Bpems Ha oTBeT: 4 MHH.

3ananne 10: Cootnecute dynkuun MoominbHOM OC ¢ Mmexann3Mamu 0€30MMaCHOCTH:

DyHKUMSA

Onucanue

A) buomerpuueckas
ayTeHTU(UKAIHS

1) KonTposis runtime-goctyna npuIoKeHUN

b) Ilecoununa npunoxeHui

2) IlpoBepka nmoAmucu sifgpa mnpu 3arpysKe

B) Mogens paspemenuit

3) U3onsiuyst maMaTy ¥ TaHHBIX TPUIIOKEHUS

I') Secure Boot

4) Pacnio3naBaHue OTIeYaTKa/InIIa

3anuimnTe BoIOpaHHbIE OYKBBI MO COOTBETCTBYHIIMMH HU(ppamMu:

A

b B r

HNuaunkarop: UYK-1.1

Bpems Ha oTBeT: 2 MHH.
3apanme 11: CootHecute kommoHeHThI LCMS ¢ ux QyHKIusIMu:

KoMnonenr

DOyHKIUSA

A) ABTOPCKUN UHCTPYMEHT

1) CranpaprtHas ynakoBka kypca ajig LMS

b) YueOHbIit 00bEKT

2) Cpena co3laHus UHTEPAKTUBHBIX KYPCOB

B) LMS

3) Moaynb KOHTEHTa, IPUTOIHBIN JUIsl IOBTOPHOTO
MCTIOJIb30BAaHUS

I') SCORM-naxker

4) CucreMa AOCTaBKH U yu€Ta 00ydeHUs

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:

A

b B r

HNuaukatop: UYK-1.2

Bpems Ha oTBeT: 8 MHH.
3aganue 12: CooTHecuTe mabIOHBI MHTETPAIIMH U UX ONHCAHHE:

I[IIa60H

Onucanue

A)ETL

1) HenTpann3oBaHHbIN ILTI03, arPErUPYIOLINI BHI30BbI
MHUKPOCEPBHCOB




‘ Ila6s10H H Onucanne

‘B) ESB HZ) W3Bneuenue, mpeobpa3oBanue, 3arpy3ka JaHHBIX |
‘B) API Gateway H3) Ob6naynas low-code mnatdopma uHTErpanuu |
‘F) iPaaS H4) [IInHa coOOIIEeHMI I MapIIPyTH3ALUHA CEPBHUCOB |

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:

A b B r

Nuaukarop: UYK-1.1
Bpems Ha oTBeT: 2 MHH.
3aganue 13: CooTHecuTe Kpunrorpapuueckiue TEPMHUHBI C ONPEIETICHUSIMU:

‘ Tepmun H Omnpenesienne |
‘A) Xom-hyHKIUS Hl) Hcnonbs3oBanme mapbl OTKPBITOTO/3aKPBITOTO KITFOUEH |
‘B) udposast moanuck HZ) [IudpoBanre 0JHUM KITFOUOM |
B) Cummerpuunoe 3) OaHoHamnpaBieHHOE MpeoOpa3oBaHue B (PUKCHPOBAHHBIN
mdpoBaHue X3II

I') AcummeTpuuHOE

4) Kpunrorpadudaeckoe MOATBEPKICHIE aBTOPCTBA
mudpoBaHue ) Kp rpag FITBEPH P

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:

A b B r

Nuaukarop: UYK-1.2
Bpems Ha oTBeT: 4 MHH.
3aganue 14: CooTHecuTe Mephl 0€30MaCHOCTH ¢ ypoBHEM Moaenu OSI:

‘ Mepa H Yposensb |
‘A) TLS-mudposanue Hl) KananbHblii |
‘B) bpanamayap IP H2) TparcnopTHBIHA |

B) Banumanust BXOZHBIX

TTAHHBIX 3) puxnagHoi

‘F) MAC-dunbTpars H4) CereBoil

3anumnTe BoIOpaHHbIE OYKBBI MO COOTBETCTBYHIIMMH HU(ppamMu:

A b B r

Nuaukarop: UYK-1.3
Bpems Ha oTBeT: 8 MHH.
3apanme 15: Cootnecute posii GDPR ¢ X OTBETCTBEHHOCTHIO:

‘ Poab H OTBETCTBEHHOCTH

‘A) Data subject Hl) KonTpons cobmonenuss GDPR B komnanuu




‘ PoJan H OTBEeTCTBEHHOCTH

‘B) Data controller HZ) JIu1o, K YbMM JTaHHBIM ITPUMEHSIOT 00pabOTKY |
‘B) Data processor H3) Omnpenensiet ueiu u cpercTsa o0paboTKu |
‘F) DPO H4) OO6pabatbeIBaeT JaHHBIC 10 TOPYYCHUIO KOHTPOJIEpPa |

3anumure BbIOpaHHbIE OYKBBI 101 COOTBETCTBYOIIUMH Hudpamu:

A b B r

HNugukatop: UYK-1.3
Bpems Ha oTBeT: 8 MHH.
3amanue 16: CoorHecnTe METOIBI 00E3IMUNBAHUS JAHHBIX C OIIMCAHUEM:

‘ Meron H Omnucanne |
‘A) MackupoBaHnue Hl) JloOaBiieHHE CTATUCTUYECKOTO IIyMa |
‘B) ArperupoBanue HZ) ITogMeHa peanucTHYHBIME (PMKTUBHBIMU 3HAUYEHUSAMHU |

B) duddepenunanbuas

3) CBoiHbBIE TTOKA3AaTEIM BMECTO UCXOIHBIX CTPOK
HpI/IBaTHOCTB

‘F) k-aHOHMMHOCTB H4) 3anuck HEOTIMYUMa MUHUMYM OT k-1 mpyrux

3anuimnTe BoIOpaHHbIE OYKBBI MO COOTBETCTBYHIIMMH HU(ppamMu:

A b B r

Kuarouu k 3aganuam

Howmep Bomnpoca IIpaBunbHBIN BapuaHT OTBETA
1 A—>3 b—>2 B—-4 T'—>1
2 A—>3 b—>4 B—->1 I'>2
3 A—-2 b—>1 B—->3 I'—>4
4 A—-1 b—>2 B—->3 I'—>4
5 A—-2 b—>3 B—>1 I'—>4
6 A—-4 b—>2 B—>1 I'>3
7 A—-2 b—>1 B—>3 I'—>4
8 A—-2 b—>4 B—-3 I'—>1
9 A—-4 b—>2 B—>1 I'—>3
10 A—-4 b—>3 B—o1 I'>2
11 A—-2 b—->3 B—-4 I'—>1
12 A—>2 b—-4 B—>1 I'>3
13 A—>3 b—-4 B—-2 I'—>1
14 A—-2 b—-4 B—->3 I'—>1
15 A—>2 b—->3 B—o4 I'—>1
16 A—-2 b—->3 B—->1 I'—>4

3akpbIThIE 3aIaHUS HA VCTAHOBJIEHHE MOCJIeI0BATEILHOCTH




I/IHCprKI[I/IH AJId BBINIOJIHCHHUSA 3aJJaHUA: npoanaﬁTe TEKCT U YCTAHOBUTE
mocjaeaoBaTeJIbHOCTD

YHusepcajgbHag komnerennus YK-1

Nuaukarop: UYK-1.1

Bpemsi Ha 0TBeT: 2 MHH.

3apanue 1: CucteMaTU3UpyHTE ITAMbI MPEBpAIICHUST HEOOPaOOTaHHBIX JAHHBIX B IICHHYIO
UHPOPMALIUIO:

A) IIpencraBieHue JaHHBIX 10JIb30BATEIIO

b) [Ipunste pemnienus Ha OCHOBE HHPOPMAITUI
B) C6op nepBUYHBIX JaHHBIX

I') OGpaboTKa U CTPYKTYpPHUpPOBAHUE TAHHBIX

3anuimnTe COOTBETCTBYHIIYIO MOC/I€10BATEIbLHOCTH HU(P c/ieBa HANIPABO:

Nuaukarop: UYK-1.1

Bpems Ha oTBeT: 4 MUH.

3aganue 2: Pacnonoxute crTaauu Sku3HeHHoro uukia MT-npoekra B mIpaBUIIBHOM
HOpSIZIKE:

A) AHanu3 TpeboBaHMi

b) IlpoektupoBanue penieHus
B) Buenpenue u skcrutyaranus
I') IlmarupoBanue nenei

3anuinTe COOTBETCTBYIIIYIO MOC/I€/10BATeIbHOCTH HU(P cjieBa HANIPABO:

HNuagukatop: UYK-1.2
BpeMst Ha oTBeT: 2 MUH.
3apanue 3: YopsgouuTe maru MeToauku oreHkn dpdexkruHoctr U T-cuctemsr:

A) Onpenenenue METpUK 3PPEKTUBHOCTH

b) C6op daxTuueckux mokasarenein

B) ConocraBnenue akToB ¢ METpUKaMHU

I') BeipaboTka pekoMeHIauii 1Mo yIydIIeHHIo

3anuimnTe COOTBETCTBYHWIIYIO MOC/I€10BATEIbHOCTH HU(P cjieBa HANIPABO:

HNuaukarop: UYK-1.2

Bpemsi Ha oTBeT: 8 MHH.

3ananmue 4: PacctaBbTe ACCTBUSA MIPU pacué€Te COBOKYITHON CTOUMOCTH BIAICHUS
n ROI gng UT-uHUIIMAaTUBEL:

A) BeisiBneHue npsiMbIX 3aTpar



b) OuileHka KOCBEHHBIX 3aTpaT

B) Pacuér TCO

I') Conoctanenune TCO ¢ Beiromoi
M) Onpenenenne ROI

3anumure COOTBCTCTBYIOIIYIO IMMOCTECA0BATECIBHOCTD Ill/l(l)p CJI€Ba HaIpaBo.:

Nuaukarop: UYK-1.1

Bpems Ha oTBeT: 4 MHH.

3apanue 5: YnopsgounuTe ypoBHHU 3pelIOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH 110 CTETICHH
YBEJIMYECHUS 3HAHUW, KOTOPBIMU OHU OIEPUPYIOT:

A) TexHonoruu 06pabOTKH TaHHBIX

b) Texnonoruu ynpasnenust HHGpopMaruei

B) Texnonoruu noaep KKy MPUHATHS PEIICHUI
I') TexHonoruu ynpasieHUsl 3HAHUAMHU

3anumure COOTBCTCTBYIOIIYIO IMMOCTECA0BATECIBHOCTD Ill/l(l)p CJI€Ba HaImpaBo.:

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 8 MHH.

3apanue 6: Pacnonoxute ypoBHM wuHTerpanuu UT-pemenuit B KoHTEKCTe IUGPOBOM
TpaHchopMaIuy NPEANPUITHS:

A) JlokalibHOE MPUIIOKEHHE

b) KopnopatuBHas nHpopMaIoHHas cucTemMa

B) MexkopnoparuBHas matgopma (B2B)

I') Oxocucrema uppPOBHIX CEPBUCOB € OTKPHITHIMU API

3anummure COOTBCTCTBYIOIIYIO IMMOCTECA0BATECIBHOCTD Ill/l(l)p CJI€Ba HaIpaBo.:

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 4 MHH.

3aganue 7: Onpenenure NopsAOK ACHCTBUN NMPU INPOEKTUPOBAHUHU I10JIb30BATEIBCKOTO
uHTEepdeiica B COOTBETCTBUM CO CTaHIAPTaMH JIOCTYITHOCTH:

A) OnpenenieHue 1ENEBOM Ay TUTOPUN

b) ITpumenenue raiianaiitnos (WCAG/TTOCT P 52872)
B) IIporoTunupoBanue uHTepdeiica

I') TectupoBanue 1OCTYMMHOCTH

3anuimnTe COOTBETCTBYIOINYIO MOCJIEA0BATEILHOCTh HM(P cIeBa HAPABO:




HMuaukarop: UYK-1.3

Bpems Ha oTBeT: 8 MHH.

3apanme 8: VYKakuTe KOPPEKTHYIO TOCIEIOBATEIBHOCTh HMHTEPHAIIMOHAIU3ANH
MOJIB30BATEIHCKOTO HHTEp(elica MPOrpaMMHOTO TTPOTYKTa:

A) Beienenue TEKCTOBBIX PeCypcoB

b) Jlokanuzaius KOHTEHTa

B) ABTOMaTH3MpOBaHHOE TECTUPOBAHKE JIOKAIN
') Boimyck 0OHOBIIEHHSI BO BCEX PETHOHAX

3anuinTe COOTBETCTBYIOINYI) MOCJIEA0BATeILHOCTh HM(P cIeBa HANPABO:

Hugukarop: UVK-1.1

Bpems Ha oTBeT: 2 MHH.

3apanme 9: Omnpenenure MNpPaBWIBHBIA MOPSAJOK JACUCTBUM MpU  MOJAKIIOYEHHUH
MOJIH30BATENS K 00JJAYHOMY XPAHHIIUIITY

A) Peructparnus B cepBuce

b) Hacrpolika kiineHTa CHHXpOHU3aLUN
B) 3arpy3ka ucxonnsix (aiiiaon

I') Hactpoiika coBMeCTHOTro JocTyna

3anumuTe COOTBETCTBYIOUIYIO MOCJIEI0BATEJIbHOCTh HM(P cileBa HANIPABO:
| A | b B | r

Hugukarop: UYVK-1.3
Bpemst Ha oTBeT: 4 MHH.
3aganue 10: YnopsgounTte Tamnbl KOJJIEKTUBHON paObOThI HAJl OHIAWH-TOKYMEHTOM:

A) ®opmupoBanue paboueil rpymIb
b) Co3nanue o01mero qJo0KymMeHTa

B) OnHOBpeMEHHOE peaKTUPOBaHUE
I') OrcnexxuBanue Bepcuit

J1) [lyOnukanus uToroBoi Bepcun

3anuMinTe COOTBETCTBYIOIIYH MOCJIEA0BATeILHOCTh HM(P cIeBa HAPABO:
| A | B | B | r | a |

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 4 MHH.

3apanme 11: Onpenenure nopsaoK pa3pabOTKH MYJIbTHUMEAMHHOrO e-learning-mMomyns c
nomoInbio aBTopckoit U T-turardopmer:

A) CrieHapHO€ IJTaHUPOBaHUE YpOKa

b) 3anuch 1 MOHTaX Mera-KOHTEHTA

B) UnTerpanust ”HTEpaKTUBHBIX 2JIEMEHTOB
I') Okcmopt B SCORM/xAPI



3anuimTe COOTBETCTBYIOIIYI) MOCJIEA0BATEILHOCTh HM(P cIeBa HAPABO:
| A | B | B | r |

Nuaukarop: UYK-1.3

Bpems Ha oTBeT: 8 MHH.

3apanme 12: VYnopspouuTe JACHCTBUS TIO HMHTETPAllUd aBTOPCKOW TUIATGOPMBI B
KoprnopatuHyro CMS:

A) BHenpeHnue niarvHa peakropa

b) Hactpoiika npaB moctyma

B) Imnopt kKoHTEHTA

I') IlepexpécTHas myOauKamus B KaHAJIbI

J1) MoHUTOpUHT ITOKa3aTene BOBIEUEHHOCTH

3anuMinTe COOTBETCTBYIOIIYH MOCJIEI0BATeILHOCTh HM(P cIeBa HANPABO:
| A | B | B | r | a |

Nuaukarop: UYK-1.1

Bpemsi Ha oTBeT: 4 MMH.

3apanme 13: Omnpenenure KOPPEKTHYIO  MOCIEAOBATEIBHOCTH  CUMMETPUYHOTO
mpoOBaHUS TaHHBIX:

A) ®opmupoBaHue Kiro4ya

b) llludpoBanue qaHHBIX

B) [lepenaua 3ammndpoBaHHBIX JaHHBIX
I') PaciindpoBka Ha cTopoHe noixyyarens

3a1m11mTe COOTBeTCTBleIIIle nmocjaeaoBaTe/JIbHOCTD Ill/l(l)p cJieBa HaﬂpaBO:
| A | B | B | r

HNuagukatop: UYK-1.2
BpeMmst Ha oTBeT: 8 MUH.
3ananue 14: Pacrionoxxure (a3pl peaklini Ha UHIMICHT YTEUYKU JaHHBIX:

A) OOHapy’KeHHE HHIHICHTA
b) Conepxanue (containment)
B) Ycrpanenue ysa3Bumoctu
I') BoccranoBienue cepBucoB
J1) [TocTUHITMACHTHBIN aHATN3

3anumuTe COOTBETCTBYIOUIYIO MOCJIEI0BATEJIbHOCTD HM(P ciieBa HANIPABO:
| A | b B | r | a |

HNuaaukatop: UYK-1.3
Bpems Ha oTBeT: 8 MUH.

3aganue 15: Omnpenenute maru BHEAPEHHs POJIEBOM MOJAEIU YHNPABICHHUS AOCTYIIOM
(RBAC):




A) Onpenenenue ponei

b) Haznauenue paspemieHuii possim
B) Hasnauenue poseii mosab30BaTensim
I') Aynut u peBusus npas

3anumuTe COOTBETCTBYIOUIYIO MOCJIEI0BATEJILHOCTh HM(P ciieBa HANIPABO:
| A | b B | r

HNuaukarop: UYK-1.3
Bpems Ha oTBeT: 8 MHUH.
3aganue 16: PacctaBbTe sTanbl 00e3MMYMBaHUS MEPCOHANBHBIX AaHHBIX 0o GDPR:

A) Unentuduxanys nepcoHaIbHbIX MOJEH

b) Bribop meTona 06e31MurBanus

B) IIpumenenue metoa K gatacery

I') IlpoBepka HEBO3MOXKHOCTH BOCCTAHOBJICHUS TUYHOCTH
1) loxymeHTHpOBaHHE Mpoliecca

3anumnTe COOTBETCTBYIIIYIO MOCJI€10BATEIbHOCTH HU(P cjieBa HANPABO:

. A [ BB [ B [ r | A

Kiaoun k 3aganuam

Howmep Bonpoca [IpaBUJIbHBIN BapuaHT OTBETA
1 B—-I'>A—>b
2 I'-A—>b—B
3 A—->b—->B-oT
4 A—-Bb—->B->I—]]
5 A—-b—->B—-T
6 A—-b—>B-—>T
7 A—-b—->B-—-T
8 A—->b—->B-oT
9 A—-b—>B-—>T
10 A—->b—->B—->I—-]]
11 A—->b—>B-—>T
12 A—-b—->B—->I—]]
13 A—-b—->B->T
14 A—-Bb—->B->I—]]
15 A—->b—->B-oT
16 A—-Bb—->B—->I—>]]

OTKpBITHIE 32JJaHUSA C PA3BEPHYTHIM OTBETOM

NHcTpyknus 1J1s1 BBINOJHEHUS 3aJaHUS: POYNTANTE TEKCT U 3allUIIUTe
pa3BepHYTbIii 000CHOBAHHBIN OTBET

YHuBepcaabHag komnerenunsa YK-1

HNuanukatop: UYK-1.1




Bpemst Ha oTBeT: 2 MHH.

3apanmue 1:

Yro Takoe nHPOPMAIIMOHHAS TEXHOJIOTHS?
IToJse nyist oTBeTA:

Nuaukarop: UYK-1.2
Bpemst Ha oTBeT: 4 MHH.
3ananmue 2:

Kak paboraet nponecc ETL?
IToJse nyist oTBeTA:

HNuaukarop: UVK-1.1

Bpemst Ha oTBeT: 2 MHH.

3aganue 3:

Hazosure Tpu 6a30BbIx kputepus 3¢pdexrusnoctu UT-cucremsr?
IToJse nyist oTBeTA:

Huaukatop: UVK-1.2

Bpemst Ha oTBeT: 4 MHH.

3ananue 4:

[Touemy HOpManu3anus 6a3bl JaHHBIX MOBLIMAET €€ 3P PEeKTUBHOCTH?
ITose njis oTBETA:

HNuanukarop: UYK-1.1

Bpems Ha oTBeT: 2 MHH.

3aganue 5:

B uém rinaBHoe oTtinnume IaaS ot PaaS?
ITose nj1s oTBETA:

Nuankarop: UYK-1.3

Bpems Ha oTBeT: 8 MHH.

3amanmne 6:

Kakue Tpu pa3BépThIBaTeNbHBIX MOJIEIHN 00JIAKOB CYIIECTBYIOT?
ITos1e nas oTBeTA:

HNuankarop: UYK-1.1
Bpems Ha oTBeT: 2 MHH.
3amanmne 7:




HazoBure »sBpuctuky Hunbcena, tpeOyromyro NpeAoTBpalleHUss OMIMOOK 10 UX
MOSIBJICHMUS.

IToJie nis1 oTBeTA:

Error Prevention.

HMuaukarop: UYK-1.2

Bpemst Ha oTBeT: 4 MHH.

3ananmue 8: (IIpodGaema)

Kakoe WCAG-npaBuiio obOecnieunBaeT JOCTYyN KOHTEHTa i TIOJIb30BaTElICH ¢
HapYILIEHUEM LIBETOBOCIIPUATHUSA?

IToJse nyist oTBeTA:

Kontpact Texcra e menee 4.5:1 (kputepuii 1.4.3).

Nuaukarop: UYK-1.1

Bpemst Ha oTBeT: 2 MHH.

3ananue 9:

Kax wua3niBaercs TCXHOJIOTHA, IMO3BOJIAOIIAd HCECKOJILKUM JIIOASIM OJHOBPECMCHHO
peIaKTUPOBATh OHJIAMH-TOKYMEHT 0€3 KOH()IUKTOB?

IHose niis oTBeTa:

Oneparmonnsie Tpanchopmaruu (OT).

HNuaukarop: UYK-1.3

Bpemst Ha oTBeT: 4 MHH.

3ananmue 10:

Urto npoun3oiaér ¢ NaHHBIMHU Ha cMapT(HOHE, €CTTH BHIKIIOYUTh MOTHBINA MIH(POBATHHBIN
KJIIOY U NTOTEPATh YCTPOUCTBO?

ITos1e nist oTBeTA:

JlocTyn K 1aHHBIM CTaHET HEBO3MOYKEH 0€3 KIItoua, yTe4Ka MaJoBEpOsTHA.

HNuanukarop: UYK-1.1

Bpems Ha oTBeT: 2 MHH.

3ananme 11:

Kak nazpiBaercss XML-daiin, onuceiBaromuii crpykrypy SCORM-nakera?
ITosie 1t oTBeTa:

imsmanifest.xml.

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 8 MHH.

3amanme 12:

Kakoli KOMITOHEHT service-mesh oTBedaeT 3a mepexsar Tpaduka MPUITOKCHIS ?
ITos1e nast oTBeTA:

Sidecar-proxy.

HNuanukarop: UYK-1.1

Bpems Ha oTBeT: 2 MHH.

3ananme 13:

HazoBute cuMMeTpu4HbIN alroput™, pekomennoBanuslii NIST Bmecto DES?

IToJie 1 oTBeTA:
AES.




Nupaukarop: UYK-1.2

Bpemst Ha oTBeT: 4 MHH.

3aganue 14:

Yo mpou3oiIET ¢ AOCTYIMHOCTBIO CEPBUCA, €CIIU OIMIMOOYHO YIAIUTh A-3alTUCh JOMEHa?
IToJse nyist oTBeTA:

KnueHTsl HE CMOTYT pa3pelInTh JOMEH, CEPBUC CTAHET HEJOCTYIIEH 110 UMEHHU.

Nuaukarop: UYK-1.3

Bpemst Ha oTBeT: 8 MuH.

3ananmue 15:

[Touemy opranuzanusM peKOMEHyeTcs BHEAPATH ABYX(AKTOPHYIO ayTEHTHU(PUKALUIO JIJIs

KOPHOPATUBHOU MOYTHI?

IToJse nyst oTBeTA:
CHuxaeT pucKk KOMIpOMETAIMK YYETHOM 3aIIMCH NIPH YTEUKE MapoJIs.

Nuaukarop: UYK-1.3

Bpemst Ha oTBeT: 8 MUH.

3ananmue 16:

Kakoii MeTos1 00e3nnyrBaHusI IEPCOHATIBHBIX TaHHBIX MUHUMHU3UPYET MOTEPIO

AQHATUTUYECKON IIEHHOCTHU Tpu myOnukaruu? Jlaite KpaTKUi OTBET.

IToJse nyist oTBeTA:
JuddepennmanbHas npuBaTHOCTb.

Kuroun k 3aganuam

Howmep Bompoca OtBeT (pa3BepHyTOE 0OOCHOBAHHE)

1 COBOKYINHOCTh TPOIIECCOB M CPEICTB, NPeoOpa3yIolMX IaHHbIE B
MOJIE3HYIO JJIs [T0JIb30BaTeNsi HHpOpMaIHio

2 W3Brieuenne — npeoOpa3oBaHue — 3arpy3Ka JaHHBIX B XPaHWIHIIES

3 JlocTynHOCTh, MPOU3BOAUTEIBLHOCTD, IKOHOMUYECKasi 3P HEKTUBHOCTD

4 VYcerpansier n30bITOUHOCTD, CHUKASI aHOMAJIMKM OOHOBJICHHS M O0BEM
XpaHUMBIX JIaHHBIX.

5 [Tpu IaaS xnuent ynpasnser OC, npu PaaS — Toapko cBOUM KOJIOM

6 [TybnudHOe, YaCcTHOE, THOPUTHOE.

7 Error Prevention.

8 KoHtpacT Tekcra He MeHee 4.5:1 (kputepmii 1.4.3).

9 Onepaunonnsie Tpanchopmanuu (OT).

10 JlocTyn K TaHHBIM CTaHET HEBO3MOXKEH 0€3 KJII0ua, yTeuKa MaJIOBEpPOsTHA

11 imsmanifest.xml.

12 Sidecar-proxy

13 AES

14 KireHTBI HE CMOTYT pa3pelnTh JOMEH, CEPBUC CTAHET HEJTOCTYIIEH 110
UMEHU

15 CHmXaeT pUCK KOMIIPOMETAIIMU YYETHOM 3aMMCU ITPU YTEUKE MapoJIsi

16 JunddepennmanpHas IpUBaTHOCTh

3aKpLITHIE 3aJaHUS ¢ BLIOOPOM OJTHOI'0 NPAaBUJILHOI0 OTBETA M 000CHOBAHHEM

BbIOOpA



NHcTpyknus 1Jis1 BHINOJHEHUS 3aJaHNUs: POYUTANTE TEKCT, BbIOepuTe
NMPaBUJILHBINA OTBET U 3aNMIIUTE APTYMEHTbI, 000CHOBbIBAIOIIHE BHIOOP OTBETA

YHusepcajgbHag komnerennus YK-1

Huaukatop: UYK-1.1

Bpemst Ha oTBeT: 2 MHH.
3amauue 1: Kakoili dsmemeHT sBiIgercsa 00g3aTEbHOM COCTaBHOM  4acThio  JIFOOOH
UH(POPMALIMOHHON TEXHOIOTUH?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) Kanan cBs3u

B) Iporecc 06paboOTKM TaHHBIX

B) I'paduueckuii naTepdeiic momp3oBaTemns
I') O6naynas nnatdopma

OTBer:
Oo6ocHoBanue:

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 4 MHH.
3aganme 2: Kakoll >KM3HEHHBIH IHKIJ TPEATIOYTUTENFHO BHIOMpPATH ISl pa3pabOTKH KPYITHOU
KOPIOPaTUBHOM HMH(OPMAIMOHHOW CHUCTEMBI C BBICOKOH CTENEHbIO HEONpeaenEéHHOCTH
TpeOOBaHMIT?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) Waterfall

b) Spiral

B) Kanban

I') Rapid Application Development (RAD)

OTBer:
Oo6ocHoBanue:

Nuankarop: UYK-1.1
Bpemsi Ha oTBeT: 2 MHH.
3aganue 3: Kakas meTpuka u3MepsieT OO BPEMEHHU, B TE€UEHHUE KOTOPOTO CEPBHUC OCTAETCS
JIOCTYITHBIM JIJISI TIOJIb30BaTeNei?
</ BoifepuTe OIMH NPABWIbLHbII OTBET:
A) SLA
Availability
b) ROI
B) MTBF
I') TCO
OTtgert:
OobocHoBaHMe:




Nuaukarop: UYK-1.2

Bpemst Ha oTBeT: 4 MHH.
3aganue 4: Kakoli mnokasarenb ciaeayeT MNPUMEHUTHh [UIsl CPaBHEHMS SKOHOMHYECKOMN
3¢ exTuBHOCTH 00JIAYHOTO U JIOKAIBHOTO pa3BépThiBanus MC?
< BbiGepuTe 01MH NPABWIbLHBIN 0TBET:

A)

MTTR

b) RPO

B) ROI

I') RTO

Otger: B

O0ocHoBaHue:

ROI noxa3piBaeT, Kakoi MPOLEHT NPUObUIN MPUHOCUT KaXK]IbI BIOKEHHBIN PyOJib,-uTO U
HYXHO TIpY BBIOOPE MOJICIIH.

Hugukarop: UVK-1.1

Bpems Ha oTBeT: 2 MHH.
3aganue 5: K kakoil rpymme TEXHOJOTHM OTHOCUTCS CHCTEMa YIpaBlICHUs 0a3aMu JTaHHBIX
(CYBLH)?
</ BoblfepuTe OIMH NPABWIbLHbII OTBET:

A) TexHonoruu ynpasieHus HHGopMarei

b) TexHonornu noaaep>KKU MPUHSITHSI pELIEHUN

B) Texuonoruu ynpasiaeHus: 3SHAHUSIMU

I') Texnosoruu BUpTyaIu3aluu

OtBet: A

OobocHoBaHMe:

CVYB/l obecnieunBaeT co31aHue, XpaHEHUE U MIOMCK CTPYKTYPUPOBAHHOMN HH(OPMAIIHH.

Nuankarop: UYK-1.3

Bpems Ha oTBeT: 8 MHH.
3ananme 6: Kakoil ypoBenb nnterpauuu MT HeoOXoaum mpeanpusTHsIM, HocTpouBnM «API-
first» cTpareruto U y4acTByomuM B uppoBoi 3xocucreme?

</ BbiGepuTe 0MH NPABWIbLHbIN OTBET:

A) JlokanpHOE IPUTTIOKEHUE

b) Kopnoparusnas nadopmannonHas cucreMa

B) MexxkopnopatuBHas miardgopma B2B

I') Dxocucrema 1upoBHIX CEPBUCOB C OTKPHITHIMU

API

Otser: I

O0ocHoBaHme:

«API-firsty mompazymeBaer myOauKanmui WHTEPHENUCOB MJIs TPETHhUX JIMI, YTO
JOCTUTAeTCs TOJIBKO SKOCHCTEMHBIM YPOBHEM MHTETPALIUH.

Nuaukarop: UYK-1.1

Bpemst Ha oTBeT: 2 MHH.
3ananme 7: Kakas sBpuctuka Humbcena tpeOyeT «CBOEBpPEMEHHON OOpaTHOM CBSI3M O TEKYIIEM
COCTOSIHM CHUCTEMBI»?

</ BbiGepuTe 0MH NPABHIbHbIN OTBET:




A) Match between system and real

world

B) Visibility of system status

B) Help & documentation

I') Recognition rather than recall

Otser: b

O0ocHoBaHme:

OTa HBPUCTHKA TIPEANUCHIBAET TIOKa3bIBaTh Iporpecc-0apbl, HWHIMKATOPHI 3arpy3KH,
YBEIOMJICHHUS.

Nuaukarop: UYK-1.2

Bpemst Ha oTBeT: 4 MHH.
3ananmne 8: Kakoit npuamun WCAG 2.2 tpebyer, 4rtoObl HHTEpdEic OBUT MOTHOCTHIO
yIpaBIsieM C KIaBHATYPhI?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) Perceivable

b) Operable

B) Understandable

I') Robust

Otser: b

OobocHoBaHMe:

[Mpuammn «Operabley oxBaThIBaeT HABHUTAIIMI0 W YIOpPaBICHUE, BKIOYAas IPABHIIO
«Keyboard Accessibley.

Nuaukarop: UYK-1.1

Bpemst Ha oTBeT: 2 MHH.
3aganue 9: Kakoli cepBuc mpexae BCEero NpeaHa3HadyeH JUIs CUHXPOHM3AMM (HaloB Mexay
ycTporcTBamu?
</ BoifepuTe 0MH NPABWIbLHDII OTBET:

A) Trello

b) Dropbox

B) Slack

I') Notion

Otser: b

O0ocHoBaHue:

Dropbox  mno3unumoHupyercss Kak ~ oOJayHOe  XpaHWIMILE C  aBTOMATHYECKOU
CHUHXPOHU3ALUEH.

Nuankarop: UVK-1.3

Bpemsi Ha oTBeT: 4 MHH.
3aganue 10: /[ 0qHOBPEMEHHOTO COBMECTHOTO PEAAKTHUPOBAHUS MPE3CHTALMU ONTHUMAIBHO
BBIOpPATH:
</ BbiGepuTe 01MH NPABWILHbIN 0TBET:

A) Microsoft PowerPoint (oduraiin)

b) Google Slides

B) Adobe Photoshop

I') LibreOffice Draw

Otser: b

O0ocHoBaHme:

Cepsuc nogaepxkupaet real-time co-authoring uepes Opaysep 6e3 ycranoBku [10.




Nuaukarop: UYK-1.1

Bpemst Ha oTBeT: 2 MHH.
3ananme 11: Kak Ha3pIBaeTcs cTaHIapT, 00€CTICUUBAIONTUN TIEPEHOCUMOCTh YU€OHBIX MOIYJIeH
Mexay pasinaiasiMu LMS?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) SCORM

b) REST

B) SOAP

I') JSON

OtBet: A

OobocHoBaHMe:

SCORM onucsiBaet ynakosky u API BzanmonelictBus kontenta ¢ LMS.

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 8 MHH.
3ananmne 12: Kakoii wHTErpanvoOHHBIH 1A0JIOH CJeAyeT NPUMEHUTH I LEHTpaTU3aluu
ayreHTH(uKanuu u arperupoBanust REST-3anpocoB k Ha0opy MUKpPOCEPBUCOB?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) ETL

b) API Gateway

B) ESB

I') Message Broker

OtBet: b

O0ocHoBaHue:

API Gateway BbInosiHsieT single-entry, aBTopH3aluio, rate-limit u arperaruio OTBETOB.

Nuankarop: UVK-1.1

Bpems Ha oTBeT: 2 MHH.
3aganue 13: Kakoil anroputM cUMMETPUYHOIO MM(POBAHUS SABISETCS Je-PaKkTo CTaHIapTOM
JUIS 3aIUTHI JAHHBIX?
</ BoifepuTe OMH NPABWILHDII OTBET:

A) RSA

b) AES

B) Muddu-Xennman

I') ECC

OtBet: b

O0ocHoBaHue:

AES Boi6pan NIST kak ocHOBHOM cummerpuuHblii cranaapT (FIPS 197).

Nuaukarop: UYK-1.2

Bpems Ha oTBeT: 4 MHH.
3ananmne 14: Ha xakom ypoBHe moxaenu OSI pabGortaer mpotokonm TLS, obecneumBaromuii
HTTPS?
</ BoifepuTe OMH NPABWILHDII OTBET:

A) CerteBoit

b) KananbHblit

B) TpaucniopTHbIi

I') [TpuxnanHoit




OtBet: B

O0ocHoBaHue:

TLS pacnonaraercs mexay TpancnoproMm (TCP) u mpunoxenuem (HTTP), dhopmanbho
OTHOCSICh K YPOBHIO 4.

Nupukarop: MYK-1.3

Bpemst Ha oTBeT: 8 MHH.
3apanme 15: Kakoit Meron o0e3nMWYMBaHMS — TMEPCOHANBHBIX  JIAHHBIX  OOECreyrBaeT
MaTEeMaTHYECKYIO TAPAHTHIO COXPaHEHUsI KOHPUICHIMATLHOCTY IPH My OIuKaum?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) MackupoBanue

b) k-anoHnMHOCTB

B) luddepennmanpHas npuBaTHOCTD

I') Toxenm3anus

OtgBer: B

ObocHoBaHme:

DP no6aBisieT KOHTPOIUPYEMBIN IIyM, (OPMATbHO OTPAHUYUBASI BEPOSATHOCTh PACKPBITHUS
JUYHOCTH.

Nuaukarop: UYK-1.3

Bpemst Ha oTBeT: 8 MMH.
3ananne 16 Kakoe paeiicTBue DOKHO OBITH MPEANPHHITO NMEPBBIM TIOCIEC OOHAPYXEHUS
WHIUJICHTA YTEYKU JAHHBIX, YTOOBI MUHIMH3UPOBATH yiiep0?
</ BbiGepuTe 0MH NPABHIbHbIN OTBET:

A) YcrpaHeHue ysS3BUMOCTH

b) [TocTuHIIMAEHTHBIN aHAINA3

B) O6napyxeHne MHIMICHTA

I') Conmepxanue (containment) UHITUEHTA

OtBer: I’

Oo6ocHoBaHme:

CHayana He0OXO0MMO JOKATU30BaTh MHIMIEHT, YTOOBI yTeuKa He MPO0KaIach.

Kiaoun k 3aganuam

Homep OtBer OtBer (pa3BepHyTOE 0OOCHOBAHNUE)
BOIIpoca
1 b be3 npeobpazoBanus JaHHBIX B HH(OPMAIIHIO TEXHOJIOTHUS HE
BBITIOJIHSIET CBOCH OCHOBHOM (hyHKIIMH
2 b CriupasnbHas MOJIENIb COYETAET UTEPALMU U aHAJIU3 PUCKOB, YTO BaXKHO
TP HEOTTPEIETIEHHOCTH
3 A B cornamenun 00 ypoBHeE cepBrca GUKCUPYETCS IPOLEHT TOCTYITHOCTU
(mampumep, 99,9 %).
4 B ROI noxa3piBaeT, Kakoi MPOLEHT NPUOBLIN MPUHOCUT KaXKIbIN
BJIOKEHHBIN py0JIb,~4TO M HY’KHO IIPU BBIOOpE MOJIEIH
5 A CVYB/]] obGecrnieunBaet co3nanne, XpaHeHUE U TTOUCK
CTPYKTYPUPOBaHHOU MHPOPMALIUU
6 r «API-first» mompazymeBaeT myOauKanuio HHTEPHEHCOB A1 TPETHUX
JIMILL, YTO JOCTUTAETCsl TOJIBKO SKOCHCTEMHBIM YPOBHEM MHTETpalluu
7 b DTa 3BPUCTHKA TPEIUCHIBACT MTOKA3bIBaTh MPOTrpecc-0aphl,
MH/IUKATOPBI 3aTPY3KH, YBEIOMJICHHS




8 b [Mpunun «Operabley oxBaThIBa€T HABUTALMIO M YIPABJICHUE, BKIIIOYAs
npaBuio «Keyboard Accessibley.

9 b Dropbox nosutimonupyercs kak 0071a9H0e XPaHUITHIIE C
aBTOMATHUYECKOW CHHXpOHU3AIMEN

10 b Cepuc nogaepxuBaet real-time co-authoring uepes Opaysep 6e3
yctanoBku [10

11 A SCORM onucsiBaet ynakoBky u API BzaumonelictBus koHTeHTa ¢ LMS

12 b API Gateway BbInosiHsieT single-entry, aBTopu3anuio, rate-limit u
arperanuio OTBETOB

13 b AES Boi6pan NIST kak ocHOBHOI cummetpuuHblii cranaapT (FIPS
197).

14 B TLS pacnonaraercsa mexny tpancnoptoM (TCP) u npunoxenuem
(HTTP), popmManpHO OTHOCSICH K YPOBHIO 4

15 B DP no6aBnsieT KOHTPOIUPYEMBIil ITyM, (JOPMATILHO OTpaHUYNBas
BEPOSITHOCTb PACKPBITHS JIUMYHOCTH

16 r CHayana HeoOX0JUMO JIOKAJIN30BaTh UHIUIEHT, YTOObI yTEUKa HE
pOoJI0JIXKAJIaCh

3aKkpbIThIE 3aaHUSA C BHIOOPOM HECKOJbLKHX BAPHAHTOB OTBETA H Pa3BEPHYTHIM
000CHOBAHMEM BLIOOpa

HNucTpykuus Aas BHINOJHEHHS 32JaHUA: IPOYNTANTe TEKCT, BbIOepUTE BCe
NMpaBWJibHbIE OTBETHI U 3aNMIINTE APTYMEHTbI, 000CHOBBHIBAIOIIIME BHIOOP OTBETOB

YHuBepcaabHag komnerenuusa YK-1

HNuapukarop: UYK-1.1

Bpems Ha oTBeT: 2 MMH.

3aganue 1 Kakue cocraBusioniye BXOIST B TIO0Y0 HHPOPMAIIMOHHYIO TEXHOJIOTHIO?
Bbi0epuTe HECKOJIbKO MPABUJIbHBIX OTBETOB:

1. COop maHHBIX
2. O6paboTka JTaHHBIX
3. Tlpencrasienne nHGOPMAIHH
4. BHenpeHHe UCKYCCTBEHHOT'O WHTEIIEKTa
5. TonocoBoi MOMOIIHUK
OtBeT: 1,2,3
OobocHoBaHue:

Jlrobass UT peanusyer MOIHBIA LMK «JaHHble — HH(OpMalnus — 3HAHHUE», BKIHOYAIOIIUN
cbop, 00paboTKy, BHIBOJ.

HNnpnkarop: UYK-1.2

Bpems Ha oTBeT: 4 MHH.

3ananme 2 Kakue JKU3HEHHblE IUKIBI pPa3padOTKU MOAXOIAT HPOEKTY C BBICOKOU
HEONpeAeNEHHOCThIO TPeOOBaHUIT?

Bbi0epuTe HECKOJIbKO NMPABWILHBIX OTBETOB:

1. Waterfall
2. Scrum
3. CnupanbpHas MOJENb



4. V-Model
5. Rapid Application Development (RAD)

OTtBert: 2,3,5

OobocHoBaHue:

WrepatuBHble W amantuBHBIE Monxenu (Scrum, Spiral, RAD) nydme pearupyoor Ha
U3MEHAIOINECS TpeOOBaHMUS.

HNuaukarop: UVK-1.1

Bpems Ha oTBeT: 2 MHH.

3ananme 3 Kakue METpUKN HEMOCPEACTBEHHO U3MEPSIOT JOCTYITHOCTh M HA/IEKHOCTh cepBuca’
Bbi0epuTe HEeCKOJIBKO NPABUWIbHBIX OTBETOB:

1. SLA Availability
2. MTTR
3. ROI
4. MTBF
5. TCO
OtgeT: 1,24
O0ocHOBaHHeE:

SLA ¢ukcupyer nponent anrtaitMa, MTTR u MTBF onuceiBaor Haf&XHOCTb U CKOPOCTh
BOCCTAHOBJICHMS.

Nupukarop: UYK-1.2

Bpemst Ha oTBeT: 4 MHH.

3ananne 4 Kakue mokasarenu UCIOIB3YIOT i1 (UHAHCOBOTO CpaBHEHMS ajabTepHATHUBHBIX MT-
IIPOEKTOB?

Bri0epuTe HeCKO0JIbKO MPABUJIbHBIX OTBETOB:

1. ROI

2. NPV

3. MTTR

4. TCO

5. SLA Latency
OtBeT: 1,24
OobocHoBaHue:

ROI, NPV u TCO paccuuThIBatOT ACHEKHYIO BBITOIY U 3aTPaThl MPOCKTA.

Huapukarop: UYK-1.1

Bpems Ha oTBeT: 2 MMH.

3aganue 5 Kakue npuMepsl OTHOCSATCS K TEXHOJIOTUAM MOAJAEPKKU MpUHATHS perieHuid (DSS)?
Bbi0epuTe HECKOJIbKO NMPABUIBHBIX OTBETOB:

1. OLAP-ky0GBI

2. Data Mining

3. CYBA MySQL

4. Cucrema ynpasneHnus 3HaHuAMH (KMS)

5. HNmuranuonHoe monenupoBanue «HYTo-eciam»

OtBer: 1,2,5



OobocHoBanme:
OLAP, Data Mining ¥ «4TO-ECIH»-CUMYJISIMU TPEAOCTABISAIOT AaHAIWTHKY I BBIOOpa
peLIeHuN.

HNnpukarop: UYK-1.2

Bpems Ha oTBeT: 8 MHH.

3aganme 6 B kakux Mozensx oOJauyHBIX CEPBHCOB MpoOBaiiiep MOJHOCThIO Oepér Ha cels
yIpaBiE€HUE ONEPALIMOHHON CUCTEMON?

Bbi0epuTe HECKOJIBKO IPABUJIbHBIX OTBETOB:

1. IaaS
2. PaaS
3. SaaS
4. FaaS

OTtBer: 2,34

O0ocHoBaHme:

Hauunas ¢ PaaS, OC ckpeita oT kinueHrta; npu SaaS u FaaS ynpaBnenue tem Gojiee BHYTpH
npoBaiiepa.

Huapukarop: UYK-1.1

Bpems Ha oTBeT: 2 MMH.

3aganue 7 Kakue 3Bpuctuku Hunbscena npsimo kacarorcst 00paboTku ook ?
Bbi0epuTe HECKOJbKO NMPABUIBHBIX OTBETOB:

1. Error Prevention
2. Help users recognise, diagnose and recover from errors
3. Match between system and real world
4. Flexibility and efficiency of use
OTtBer: 1,2
OobocHoBaHue:

[lepBas nmpenoTBpalaeT omMOKH, BTOpasi IOMOTaeT UX PAaclO3HATh U UCTIPABUTD.

Nnpnkarop: UVK-1.2

Bpemsi Ha oTBeT: 4 MUH.

3ananue 8 Kakue tpeboannst WCAG 2.2 otHocsTCs K mpuHIumy «Perceivable»?
Bri0epuTe HeCKO0JIbKO NPABUJIbHBIX OTBETOB:

1. Alt-tekct 11 n300paykeHui

2. CyOTUTpBI K BUJEO

3. VYmpaBieHHe UCKIIOYUTENBHO KIIaBUATypOil

4. JlocTaTOYHBIN KOHTPACT TEKCTA

5. CoBMECTUMOCTb C aCCUCTUBHBIMU TeXHONOTHSIMH (ARIA-posbl)
OtBer: 1,24
OobocHoBanmue:

Perceivable oGecneunBaer, yTOOBI TOJB30BATENb MOT YBUAETH/YCHBINIATH KOHTEHT: aJbThI,
CyOTHTpBI, KOHTPACT.

Nupukarop: UVK-1.1
Bpemsi Ha oTBeT: 2 MHH.




3aganue 9 Kakue cepBHCHl NOAAEPKUBAIOT OJAHOBPEMEHHOE PENAKTUPOBAHUE JIOKYMEHTOB
HECKOJIbKUMH I10JIb30BaTEISIMU?
Bbi0epuTe HECKOJIBKO NPABUJIbHBIX OTBETOB:

1. Google Docs
2. Microsoft 365 Online
3. GitHub Gist
4. Dropbox Paper
5. WinRAR
OtBer: 1,24
O60ocHOBaHUe:

Otn mathopMbl UCTIONB3YIOT real-time co-authoring; GitHub Gist 1 WinRAR Ttakoit ¢pynkium
HE UMCIOT.

HWnaukarop: UYK-1.3

Bpems Ha oTBeT: 4 MHH.

3ananme 10 Kaxue wmexanuzmbpl mMoOMiIbHBIX OC (QOpMHPYIOT MHOTOYPOBHEBYIO MOJIEINb
6e3onacHocTu?

Bbi0epuTe HECKOJIbKO NMPABUILHBIX OTBETOB:

1. Secure Boot
2. Ilecouynuna npuiIoKeHUn
3. Runtime-pazpemenus (Permissions)
4. HDMI CEC
5. Full-Disk Encryption
OtBert: 1,2,3,5
O0ocHoBaHme:

Secure Boot, sandbox, permissions W mm@poBaHHE CO3JAIOT IEMOYKY TOBEPHUS H 3aIIUTY
nmanubeix; HDMI CEC k 6€30m1acHOCTH HE OTHOCHTCSL.

HNupukarop: UVK-1.1

Bpemsi Ha oTBeT: 2 MHH.

3aganue 11 Kakue crangapTel 00€CIeYUBAIOT COBMECTUMOCTH 00yUaronux moayiei ¢ LMS?
Bri0epuTe HeCKO0JIbKO MPAaBUJIbHBIX OTBETOB:

1. SCORM
2. xAPI (Tin Can)
3. LTI
4. REST
5. SOAP
OtBet: 1,23
O0ocHOBaHue:

SCORM, xAPI u LTI odpunuansHo paspabotansl 1 e-learning-unterpamun; REST/SOAP —
o01re BeO-ITPOTOKOIHI.

HNnpnkarop: UVK-1.2
Bpemsi Ha oTBeT: 8 MuH.




3aganme 12 Kakue uwHTErpalnuMoHHBIE IIAOJOHBI  IEHTPAIU3YIOT  B3aUMOJIEHCTBHE
MHKPOCEPBUCOB B KOPITOPATUBHOM apXUTEKType?
Bbi0epuTe HECKOJIBKO NPABUJIbHBIX OTBETOB:

1. Enterprise Service Bus (ESB)
2. API Gateway
3. Point-to-Point REST
4. Service Registry + Sidecar Proxy
5. iPaaS
OtBer: 1,2,4,5
OobocHoBanmne:

ESB, API Gateway, cepBuc-ma1 (registry+proxy) u iPaaS mpeaocTaBisiOT EHTPATU30BaHHBIC
ToukH yrpasneHus; Point-to-Point pacnpenenén.

Nuankarop: UVK-1.1

Bpemsi Ha oTBeT: 2 MHH.

3ananme 13 Kakue anroputMbl OTHOCSTCS K aCHMMETPUYHOM Kpuntorpapuu?
Bri0epuTe HeCKO0JIbKO MPABUJIbHBIX OTBETOB:

1. RSA

2. AES

3. ECC

4. Diffie-Hellman

5. ChaCha20
OtBer: 1,34
Oo6ocHOBaHME:

RSA, ECC u Diffie-Hellman ucnions3yrot napy xmoueii; AES n ChaCha20 — cummMeTpudHbIe.

Huaukarop: UVK-1.2

Bpems Ha oTBeT: 4 MUH.

3ananue 14 Kakue mepsl Oe30macHOCTH peann3yrores Ha ceteBoM (L3) ypoae moaenu OSI?
Bbi0epuTe HECKOJIbKO MPABUJIbHBIX OTBETOB:

1. IPSec VPN

2. ®wuibtpanus [P-nakeToB 6panaMay’Ipom

3. TLS

4. MAC-¢punsrpanus (Port-Security)

5. Access Control Lists (ACL) na mapmpyTuzarope
OtBeT: 1,2,5
OobocHoBaHue:

IPSec, IP-¢punbrpanus u ACL nelictBytot ¢ IP-3aronoskom (L3); TLS — tpancnopt, MAC-
filter — xaHanbHBIN.

HNuaukarop: UYK-1.3
Bpems Ha oTBeT: 8 MHH.
3ananme 15 Kakue maru BXOIsT B IpoliecC pearupoOBaHus HA HHIIUACHT YTEUKU JaHHBIX?




Bbi0epuTe HECKOJIBKO NPABUJIbHBIX OTBETOB:

1. OOHapyeHUe UHIIUEHTA
2. Conepxanue (containment)
3. VYcrpanenue ys3BumoctH (eradication)
4. TlocTHHLMOEHTHLIN aHAINA3
5. MapkeTuHroBasi KaMraHus
Oteet: 1,2,3,4
Oo0ocHOoBaHue:

Bce nepeuncnennsie craguu, kpome mapketunra, onucanbl B NIST SP 800-61 IR-Lifecycle.

Nuankarop: UVK-1.3

Bpemsi Ha oTBeT: 8 MuH.

3ananme 16 Kakue meronsl 00e31M4MBaHUs NEPCOHANBHBIX JAHHBIX MPU3HAHBI PETYISTOPAMHU
GDPR xak "Hanéxupie?

Bbi0epuTe HECKOJIBKO NPABUJIbHBIX OTBETOB:

1. k-aHOHMMHOCTH

2. JuddepeHunanbHas MpuBaTHOCTh

3. MackupoBanue

4. ArperupoBanue

5. VYpanenue cronbua «msy 0e3 manpHEHIINX JEHCTBAN
Oteet: 1,2,3,4
Oo0ocHOBaHue:

k-anoH, nudd-npuBaTHOCT, MacCKUpOBaHHE U arperupoBanue omucansl B ISO 20889 kak
nericrteeHHsle PET; mpoctoe ynanenne ogHOro 1osist HeA0CTaTOYHO.

Kiaoun k 3aganuam

Howmep Otser OrtBert (pa3BepHyTOE 00OCHOBAHHUE)
BOIpoca
1 1,2,3 | Jlrobas UT peanusyeT NOTHBIN UK «IaHHBIE — HHQOpMAIISI —
3HAHHEY, BKIIOYAIINN cO0p, 00paboTKY, BRIBO
2 2,3,5 | UrepatuBHbBIC U anantuBHbIe Moaenu (Scrum, Spiral, RAD) myumre
pearupyroT Ha U3MEHSOIUEecs TpeOOBaHMUSI
3 1,2,4 | SLA ¢ukcupyer npouent anraitma, MTTR u MTBF onuceiBaror
HaJAEKHOCTh U CKOPOCTh BOCCTAHOBJICHUS
4 1,2,4 | ROI, NPV u TCO paccuuThIBaIoT I€HEKHYIO BHITOAY U 3aTPAThI
POEKTa
5 1,2,5 | OLAP, Data Mining u «4T0-€CIIN»-CUMYJISIIUHA MPEIO0CTABISIIOT
AHAIMTHUKY JJIsl BEIOOpa penieHui
6 2,3,4 | Hauunas c PaaS, OC ckpeiTa oT kaueHTta; npu SaaS u FaaS ynpasnenue
TeM Oosiee BHYTpH IIpoBaiiaepa
7 1,2 [TepBas nmpegoTBpamaeT ommOKH, BTOpast IOMOTAET UX PACIO3HATh U
HCIIPABUTH
8 1,2,4 | Perceivable obecrieunBaeT, 4YTOOBI MOJIH30BATEIH MOT

YBI/IILGTB/ YCJIbIIATh KOHTCHT: aJIbThI, CY6TI/ITpI)I, KOHTpAaCT




9 1,2,4 | Ot nnardopmbl Ucionb3yloT real-time co-authoring; GitHub Gist u
WinRAR Tako#t hyHKIIMM HE UMEIOT

10 1,2,3,5 | Secure Boot, sandbox, permissions 1 mm@poBaHUE CO3AIOT IETOYKY
noBepus U 3anuTy nanabix; HDMI CEC k 6e30macHOCTH HE OTHOCHTCS

11 1,2,3 | SCORM, xAPI u LTI opunmansao pazpaboransl s e-learning-
unTerpanun; REST/SOAP — o6mime BeO-mpoTOKOIIBI

12 1,2,4,5 | ESB, API Gateway, cepBuc-ma (registry+proxy) u iPaaS
MPEIOCTABISAIOT LIEHTPATU30BaHHBIE TOUKH ypaBieHus; Point-to-Point
pacrpenenés

13 1,3,4 | RSA, ECC u Diffie-Hellman ucnons3ytot napy kmroueit; AES u
ChaCha20 — cumMeTpHUHBIC

14 1,2,5 | IPSec, IP-¢punbrpanus u ACL neiictytot ¢ [P-3aromnoskom (L3); TLS
— tpancnopt, MAC-filter — kaHaJIbHBII

15 1,2,3,4 | Bce nepeuncneHHble cTaiuu, KpoMe MapkeTunra, onucansl B NIST SP
800-61 IR-Lifecycle

16 1,2,3,4 | k-anoH, nudd-npuBaTHOCTh, MACKMPOBAHUE U arpETUPOBAHIE OMMCAHBI

B ISO 20889 kak aeiictBennsie PET; npoctoe yaanenue oqHOTo moss
HEOCTAaTOYHO
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